[Tpunoxxenue Ne 2
K 00s3aTenbHOM nHOpMaLIUU
JUIS pa3MelIeHHs Ha caiiTe

NHOOPMALMNOHHAA TAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMELIIEHUA
HA O®PNIINAJIBHBIX UTHTEPHET-PECYPCAX

C KaXJIbIM TOJJOM MOJIOJIC’)KM B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIKOJIb-
HUKU OJHU W3 CaMbIX aKTHUBHBIX MOJb30BaTeneil PyHera. Mexny Ttem, mOMUMO
OTrPOMHOT0 KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U IPOOIEMBL. DTa IaMsTKa
JOJDKHA ITOMOYb TeOe 0€30IacHO HaXOAUTHCS B CETH.

KomnreroTepHsie BUpyCHI

KomnbroTepHbliif BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOrpamM, OT-
JMYUTEIIBHONH 0COOCHHOCTBIO KOTOPOH SABIISIETCSI CITIOCOOHOCTh K pa3MHOXKEHUI0. B
JOTIOJTHEHUE K 3TOMY, BUPYChI MOTYT OBPEIUTH WJIM MOJTHOCTBIO YHHUTOXXHUTh BCE
(aiinbl 1 JaHHBIE, TOJKOHTPOJBHBIE MOJIH30BATENI0, OT UMEHH KOTOPOro Oblia 3a-
IyHIeHa 3apaKeHHas POrpamMMa, a TaK)Ke IMOBPEIUTh WU JaXKe YHUUTOKHUTH OIle-
PALMOHHYIO CUCTEMY CO BceMH (pailamu B 1eaoM. B GoibmmHCTBE citydyaeB pac-
IIPOCTPAHSIOTCS] BUPYCHI UEPE3 NHTEPHET.

Metoapbl 3alUThI OT BPEIOHOCHBIX MPOrpPaMM:

1. Ucnionb3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, HMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrosiHHO ycTaHaBnvBai mautu (1M@poBkIe 3aIUIATKH, KOTOPHIE aBTOMa-
TUYECKH YCTAHABIIMBAIOTCS C LIEJIbI0 JOPAOOTKHU MPOrpaMMbl) U Apyrrue OOHOBIECHUS
CBOEH orepalroHHON cucTteMbl. CkaunBail UX TOJIBKO C OUIIUAIBHOTO CaiTa pas-
pabotunka OC. Ecnu cyiiecTByeT pekuM aBTOMaTHYECKOro OOHOBJICHUS, BKITIOUN
€ro;

3. Pabotaii Ha cCBOEM KOMIIBIOTEpE MO/ MpaBaMu MOJIH30BATEIIS, a HE aJMU-
HUCTpaTOpa. DTO HE MO3BOJIUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrPaMM UHCTAIIIH-
pPOBATHCSI HA TBOEM MIEPCOHATILHOM KOMIIBIOTEDPE;

4. cnonib3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOYKThl U3BECTHBIX TPOU3BO-
IUTEIIEN, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT;

6. Ucnonw3yii BHENIHWE HOCUTENTW MH(OpMAIMuU, Takue Kak (Ierika, JUCK
uin (aitn U3 MHTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHHUKOB,;

7. He oTKpbIBail KOMIIBIOTEPHBIC (aiiyibl, TIOJyYCHHBIE U3 HEHAIEKHBIX UC-
TOYHMKOB. [{axe Te (aiisibl, KOTOpbIE MpUcTail TBOW 3HaKOMbIN. Jlydllle yTouHU y
HEro, OTHPABIISLI JIK OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BUJ mepeavyn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony HuuaepiaHickash KOMITAHHMSI 3aperucTpupoBaja OpeH[



"WECA", uro o603Hauasno cioBocoueranue "Wireless Fidelity", koTopsiit mepeBo-
JUTCA Kak "0ecrnpoBOgHAsS TOYHOCTH".

Jlo Harmiero BpeMeHu JoluIa Apyras abopeBuatypa, KoTopas sIBISIeTCS TaKoh
XKe TexHojoruen. 1o abbpeBuarypa "Wi-Fi". Takoe HazBaHue OBLIO JaHO C HAME-
KOM Ha CTaHAapT BBICIICH 3ByKoBOM TexHuKU Hi-Fi, uTo B mepeBojie 03HayaeT "BbI-
COKasi TOYHOCTB".

Jla, GecriaTHBINM MHTEPHET-AOCTYT B Kade, OTeNsAX U adporopTax SBIAETCS
OTJIMYHOM BO3MOXHOCTBIO BBIX0/1a B UHTepHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, UTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIEI0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOIO JTMUHYI0 HHGOpMaIIHIO Yepe3 obrienoctymabie Wi-Fi
cetu. PaboTas B HUX, JKeJaTeIbHO HE BBOJUTH MApOJIU JOCTYIIA, IOTUHBI U KaKue-
TO HOMEPA;

2. Ucnionb3yii 1 OOHOBIISI aHTUBUPYCHBIE NTPOTrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MaCHILb Ce€0s OT 3aKaYKH BUpPyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwzoBanuu Wi-F1 otkimoun pynkuuio "OO0Omuii 1ocTy K (aitiam
u npuHTepam". JlaHHas (yHKLIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
M0JIb30BATENM AKTUBUPYIOT €€ JIJIsl y100CTBa MCII0JIb30BaHUs B paboTe Win y4eoe;

4. He ucnonw3yit nyonuunsiii WI-FI s nepenaun AMYHbBIX TaHHBIX, HAIPU-
Mep JUTSI BBIXOJIa B COITMAIBHBIE CETH WIIH B DJIEKTPOHHYIO MOUTY;

5. Mcnonb3y#i TOJIbKO 3aiuineHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBoaM UMeHHO "https://";

6. B MmoOmibHOM Tenedone otkioun Gyskiuio "[logkmouenue k Wi-Fi aB-
toMatuuecku'". He nomyckail aBTOMaTU4€CKOTO MOAKIIOUEHHS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cormnacusl.

CounanbHbie CETH

ConmanbHbIe CETH aKTHBHO BXOJAT B HAIy JKU3Hb, MHOTHE JIFOU PabOTarOT
¥ )KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apernctpupoBan MULIMap1 4eI0BeK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH IIaHeThbl. MHOTHE MOJIb30BaTEIN HE
MOHMMAIOT, YTO HMH(OpManMs, pa3MelIeHHass UMH B COLIMAJIBHBIX CETSIX, MOKET
OBITh HaliJIcHa U UCTIOJIH30BaHA KEM YTOJHO, B TOM YHCIie HEe 00s3aTensHO ¢ Ora-
TMIMHU HAMEPCHHSIMHU.

OcCHOBHBIE COBETHI 10 OE€30MACHOCTH B COIIMATBHBIX CETSIX:

1. Orpanuyb criucok py3eil. Y 1e0s B Apy3bsix HE JOIHKHO OBITh CITy4alHBIX
Y1 HE3HAKOMBIX JIIOJICH;

2. 3amumiai cBOIO YacTHYIO ku3Hb. He ykaspiBail mapoinu, TenedoHsl, ai-
peca, JaTy TBOETO POXKACHUS U APYTYIO JIUYHYIO HH(POpMaIHIO. 3710yMBIIUIEHHUKN
MOTYT HMCIIOJb30BaTh Jake WH(MOPMAIMIO O TOM, KaK Thl U TBOW POJUTEIH TJIAHU-
pyere IpOBECTH KaHUKYJIbI,

3. 3amuniail CBOIO penyTaluio - Iep>KH €€ B YUCTOTE U 3a/1aBail cede BOIpoc:
X0TeN OBl ThI, YTOOBI APYTHE TOIB30BATEN BUJEIH, YTO ThI 3arpyxaems? [lomxy-
Mai, pekJIe YeM YTO-TO OMyOJIMKOBATh, HAMKCATh U 3aTPy3UTh;

4. Ecii Thl TOBOPULIB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE
peasibHOE UMS U APYTYIO0 JTUYHYI0 HHPOPMAIMH: UMS, MECTO KUTEIbCTBA, MECTO
y4eObl U MpoUee;



5. U36erait pazmemenus: Gororpaduii B MaTepHeTe, r1e Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEAEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. [Ipu perucrpanuu B COLMANIBHON CETH HEOOXOMMO UCIOJIB30BATh CI0XK-
HBIE TIAPOJIH, COCTOSIINE U3 OYKB U IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. dnst conuanbHOM CETH, MOYTHI U JIPYTUX CAUTOB HEOOXOJIUMO HCIOIB30-
BaTh pa3Hble mapoyid. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJTy4YaT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI U

DNeKTpOHHBIEC JEHBIH - 3TO OYEHb yIOOHBINA CIIOCOO MIIaTeX ek, OJJHAKO CY-
HIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST NOJYYUTh 3TU ACHBIU.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HEIABHO M UMEHHO HM3-3a 3TOTO BO
MHOTUX TOCyAapCTBax A0 CHX MOP HE MPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe onn (yHKIIMOHUPYIOT U O HUX YK€ TIPOIKUCAHO B 3aKOHE, T7I€ UX
pa3zeNsoT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi NpOBOAUTH Ollepanuu 0e3 uaeH-
TU(HUKAUU MIOJI30BATENS, 2 B HEAHOHUMHBIX UICHTU(PUKALKS TOJIH30BATEIS SBJISA-
eTcsl 00A3aTEIbHOM.

Takke ciaeayer pa3auyaTh JIEKTPOHHbIC (PUATHBIC IEHBIH (PaBHBI rOCyaap-
CTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbIE HE(UATHBIE JEHBI'M (HE PABHBI TOCYJapCTBEH-
HBIM BaJIlOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AICKTPOHHBIMU JICHbIAMU:

1. [IpuBsxu K cyeTy MOOMIIbHBIN TesieOH. ITO camblil yI00HBIN U OBICTPBIN
crioco0 BOCCTAaHOBUTH JOCTYH K cueTy. [IpuBsi3aHHbIN TeaeQOH MOMOXKET, €I 3a-
Oynenib CBOM TUIATEKHBIN Mapojib WIM 3aiellb Ha CAUT ¢ HE3HAKOMOTO yCTpPOH-
CTBa;

2. Ucnonb3yit ogHopazoBeie napomnu. [locne nepexoa Ha YCUIIEHHYIO aBTO-
puzanuio Tede yxxe He OyJeT yrpoKaTh OMACHOCTh KPaXKu WUJIU MepexBaTa MiaTex-
HOTO IapoJis;

3. BeiObepu cioxHblii maposb. [lpecTtynHukaM OyaeT He MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexHsle mapoiu - 3To mapoiu, KOTOPbIE COEpkKaT HE MEHee
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOUYHBIEC U MPOIMUCHBIC OYKBBI, IUPPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK J10Ju1apa, pyHTa, BOCKJIMIATENbHbIN 3HaK U T.11. Hampu-
mep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTpOHHAs TTOYTa

DJIEKTPOHHAS MMOYTa - 3TO TEXHOJOTUS U MPEIOCTABIIEMbIE €10 YCIYTH IO
NEPECHUIKE U MOIYYSHHIO IEKTPOHHBIX COOOIIEHUMN, KOTOPbIE PACTIPECIISIIOTCS B
KOMITbIOTEpPHOU ceTr. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIUK BBITIISINAT CIICTYO-
MM 00pa3oM: UMs_ TOJIb30BaTEeNII(@UMS_JOMEHa. Takke Kpome Tepenadu mpo-
CTOT'O TEKCTa, UMEETCS] BO3MOKHOCTh NepeaaBaTh (Haubl.

OCHOBHBIE COBETHI 110 OE30MACHOM padOTe C AIEKTPOHHOMN MOYTOM:

1. Hayo BbIOpaTh npaBUIIbHBIN OYTOBBIN cepBUC. B HHTEpHETE €CTh OrpoM-
HBIM BBIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4llIe JOBEPSTh TEM, KOTO
3HACIIb U KTO IEPBBIM B PEUTUHTE;



2. He yka3pIBail B IMUHOM mouTe JTUUHYI0 uHopManuto. Hanpumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" wn "pok2013" BmecTo "Temal3";

3. HMcnonp3yid ABYXATamHYK aBTOPU3ALMIO. DTO KOrJa MOMUMO MapoJisi
HY>KHO BBOJUTH KOJ, MPUChUIaeMbIi 10 SMS;

4. Be10Oepu CII0XKHBIN Napoib. [[71s1 KaA0ro HOYTOBOIO SIIIMKA JTOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY HapOJb;

5. Ecnu ecTh BO3MOXKXHOCTB HAIIMCATh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIIOJIb-
3yd 3Ty BO3MOKHOCTb;

6. Mcnoyib3yid HECKOJIBKO MOYTOBBIX SIIUKOB. IIepBhIil 119 4acTHOM mepe-
MIACKU C aJipecaramMu, KOTOPBIM Thl JIOBEPSACIIb. DTO 3JIEKTPOHHBIN aJpec HE HAZIO0
UCITI0JIB30BaTh IIPHU PEruCcTpaliK Ha popymax u caiTax;

7. He oTkpbiBaii (aitisl 1 Apyrue BIOKEHUS B TMChbMaX, Ia)Ke €CIIU OHM MPH-
IIJIK OT TBOUX JIpy3eil. Jlydille yTouHU y HUX, OTIPABIISIIN JIU OHU TeOe 3TU (aiiibl;

8. Ilocne okoHuaHusi paOOThl HA IMOYTOBOM CEPBUCE MEPE] 3aKpPbITHEM
BKJIQJIKU C CAUTOM HE 3a0y/ab HaxaTh Ha "BeidTu".

KubepOymiuHr niiv BUPTYaJIbHOE U3/E€BATEIbCTBO

KubepOymuHr - npeciieoBaHre COOOILIECHUSIMU, COACPKAIUMHU OCKOPOJIe-
HUS, arpECCHI0, 3aIyTUBAHUE; XYJIUTAHCTBO; COLUAIbHOE OOMKOTUPOBAHKE C ITOMO-
IO Pa3JIUYHBIX HTHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOEPOYIUTMHIOM:

1. He ©pocaiics B 60#. JIyumuii cnoco6: mocoBeTOBaThCS Kak ce0si BECTH U,
€ClIi HEeT TOro, K KOMy MOKHO OOpaTHTbCs, TO BHadajle YCHOKOUThCA. Eciaum Thl
HAYyHELIb OTBEYaThb OCKOPOJEHMSAMM Ha OCKOPOJIEHHUs, TO TOJIBKO elle OoJiblIe
pa30AOKeIIb KOH(IIHKT;

2. Yrpanisii cBoeil kubeppemnyTaiuei;

3. AHoHMMHOCTh B ceTu MHUMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJUraHCKui o0pa3 BUPTyaJIbHOM >ku3HU. IHTepHET (UK-
CUpPYET BCE TBOM JACHCTBUA U COXpAHAET UX. Y JAIUTh UX OyJeT KpalHe 3aTpy/IHU-
TEJBHO;

5. CoOmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbIi HeratuB. OIHOPa30Bble OCKOPOUTENbHBIE COO0-
HIEHUS JTy4llle ITHOpUPOoBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha HaualbHOM cTa-
A,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKU COOOIIEHUH C orpe-
JIEJIEHHBIX aJIPECOB;

8. Ecnu TbI cBUAeTens kubepOysumHra. TBou NeiCTBUS: BBICTYIIUTh IPOTUB
IpeciieIoBaTeNs, OKa3aTh EMY, YTO €ro JEHCTBUS OLICHUBAIOTCS HETAaTHUBHO, MOJ-
JIEPKATh )KEPTBY, KOTOPOIH HY>KHA TICUXOJIOTHYECKast TOMOIIb, COOOIIUTH B3POCIBIM
0 (hakTe arpecCUBHOTO MOBEJICHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COIEPIKAT B ceO€ BITOJHE B3POCIbIi
(GbyHKLIHMOHAM, U TENEPh OHU MOTYT KOHKYPUPOBATh CO CTAlMOHAPHBIMU KOMITbIOTE-
pamu. OnHAKO, CPENCTB 3AIIUTHI JUIsl MOJOOHBIX YCTPOMCTB MOKa OYEHb MAallo.



TecTrpoBaHKe U MMOUCK YSA3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, KAK
st [TK, To ke camoe kacaeTcsi 1 MOOMITBHBIX TTPUIIOKEHUH.

CoBpemeHHbIe MOOMIIBHBIE Opay3epsl y)Ke MPAaKTUYECKU JOTHAINW HACTOIb-
HBIE aHAJIOTH, OJTHAKO paclIMpeHne (PyHKIIMOHAa BICUET 32 COOO0M OOJIBIIYIO CII0XK-
HOCTb ¥ MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOIUTENH BBIITYCKAIOT OOHOBJICHMSI, 3aKPBIBAIOIINE KPU-
TUYECKUE YSI3BUMOCTH JJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI AJIs1 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He saBnsieTcst mo-HacrosiieMy OecriiaTHBIM. Bysib ocTopoXkeH, Beb
Korja Tebe mpeayiaratoT OecrjaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO IUJIATHBIE YCITYTH;

Hywmaii, mpexe uem oTapaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xoaumo 0GHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPaAMMBI JIsI MOOMJIBHBIX Tee()OHOB;

He 3arpy:xait npuioxeHust OT HEM3BECTHOT'O UCTOYHHUKA, BEJh OHU MOTYT CO-
JEpKaTh BPEJOHOCHOE TPOrPaMMHOE 00OECTICUECHHE;

[Tocne Toro Kak Thl BBIMAEIIb C caiiTa, I/I€ BBOAWJ JIMUYHYIO UH(OpPMALIHIO,
3aiiin B HACTPOIKK Opay3epa U yaanu cookies;

[Tepuoauuecku npoBepsid, Kakue IMIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOM HOMEp MOOMIIBHOTO TeNle(OHa TOJIBKO JIFOJIIM, KOTOPBIX ThI 3HA-
€lIb U KOMY JOBEpSEIIb;

Bluetooth nomken ObITh BBIKJIFOUEH, KOT/Ia ThI UM HE MOJb3yenibes. He 3a0b1-
Ball MHOTJA ITPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE pa3BIeye-
HUSI, OOBEUHSAIONIME COTHU THICAY YEJIOBEK MO BceMy Mupy. Urpoku uccieayror
JAHHBIA UM MHUp, OOIIAIOTCS APYT C APYTOM, BBIOJHSIOT 3aJaHUsI, CPAKAIOTCS C
MOHCTPaMU U TOJYyYarOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: MOKYMNAIOT JIHCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILHUU.

Bce a1y cpeacTBa uayT Ha NOJJAEPKAHUE U PA3BUTHE UTPhI, @ TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIIMH, BBIITYCKAIOTCS HOBbBIE
natyu (udpoBbIe 3aMIaTKU ISl POTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no106HBIX UTpax CTOUT OMacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO TMapoJisi, HAa KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AITUU OOJIBIITMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MMACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecnu npyroif urpok BeneT ceds MIOX0 WM CO37aeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. [Toxanyiicsa aiMUHUCTpPATOpaM UrPhl HAa MJI0XOE MOBEAECHUE 3TOTO UTPOKA,
KenaTelIbHO MPUIOKHUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii TuuHy0 HHGOpMaLKIO B Ipodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopuimaabHble TaTYX U MOJIBI;



6. Mcrionb3yil clloKHBIE U pa3HbIE MAPOJIH;

7. Jlaxke BO BpeMs UIPbl HE CTOUT OTKJIKOYATh aHTUBUPYC. [1oKka Thl Urpaemip,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIIHT WM Kpayka TUIHBIX TaHHBIX

OOBIYHOI Kpakell JeHer U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE YJIMBHILb,
HO C Pa3BUTHEM HMHTEPHET-TEXHOJOTUH 3JI0YMBIIICHHUKN IIEPEMECTUIIUCH B UH-
TEPHET, U MPOIOJIKAIOT 3aHUMATHCS " TIOOMMBIM" IETOM.

Tak mosiBUIach HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBA WA (UIIUHT,
rJIaBHAs 1€JIb KOTOPOTO COCTOUT B MOJTYYEHUU KOH(PHUICHIIMATBHBIX TaHHBIX MOJIb-
30BaTeleH - TOTMHOB U napoJieid. Ha anrnmiickoM s3eike phishing yntaercs kak ¢u-
muHT (0T fishing - peiGHas 0B, password - mapoJib).

OCHOBHBIE COBETHI 10 0OPHOE C PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciii Thl MOJ03peBacilb, YTO TBOS aHKETa
ObLJ1a B3JI0MaHa, TO HEOOXO0IMMO 3a0JIOKUPOBATh €€ U COOOIINTh aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOXHO CKOpEE;

2. Ucnonw3yit 6e30nacHbie BeO-CaliThl, B TOM YKCJI€, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnonw3y# cinoxHble U pa3Hble napoiu. Takum o0pa3om, eciau Tedst B3Jo-
MaloT, TO 3JIOYMBIIIJIEHHUKH MOJy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQUIIIO
B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JI0MaJI, TO HEOOXOAUMO MPEAYIPENUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE J0OaBI€Hbl y T€OSA B APY3bsiX, O TOM, YTO T€Os B3JIOMald U, BO3-
MO’KHO, OT TBOETO MMEHHU OyJeT pacchlUIaThCs CllaM M CChUIKM Ha (PUILIMHIOBBIE
CalThI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOmIbHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbIBaii (haiiiel U APyTrHe BIOKEHHS B MHUCbMaX, AaKe €CIM OHU MPHU-
IIUTA OT TBOUX JIpy3el. Jlydllle yTOYHU y HUX, OTIPABIISIIN JIM OHU TeOe 3T (Pailiibl.

[udporas penyTarus

[udposas penyTanus - 3T0 HEraTUBHAs WM MO3UTHUBHAS UH(OPMAIIUS B CETH
o Tebe. Komnpomerupyromas napopmanus, pa3MenieHHasi B MTHTEPHETE, MOXKET ce-
pBE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOM xu3HU. "Ludposas penyraums"
- 3TO TBOM UMMJIK, KOTOPBIM popMupyercst u3 uHpopmaiu o Tede B MHTEPHETE.

TBOe MecTo XKUTENbCTBa, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOCHHO-
CTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue noapoCcTKH JETKOMBICIEHHO OTHOCSITCS K IMyOJIMKAIUKN JIUYHON WH-
dbopmanuu B IHTEpHETE, HE TOHUMAsI BO3MOXKHBIX IOCIIeACTBHM. ThI Ja)e He CMO-
KEIIb I0TaJaThCcsl 0 TOM, 4TO (hoTorpadus, pazMeleHHas 5 JeT Ha3aj, cTajia Mpu-
YUHOW OTKa3a MPUHSITH TeOS Ha paboTy.

KommenTapuu, pazmenieHue TBoux Gotorpaguii u gpyrue JAelCTBUS MOTYT
HE UCYE3HYTh JIaXKe MOCIe TOro, KaK Thl X yAaJIUIb. Thl HE 3HACIIb, KTO COXPAHUI
3Ty UH(OpMaIIHIO, IToNaia JIM OHAa B IOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O T€0€ OKPY’KAIOIIME JIIOU, KOTOPbIe HAUIYT U yBUASAT
s10. Haittn nndopmaiuio MHOTO JeT CIyCTsl CMOXET JH000M - Kak U3 100pbIX MO-
Oy>XIeHUH, TaK U C HAMEPEHUEM NMPUUYUHUTH BPea. ITO MOXKET ObITh KTO YTOJIHO.



OcCHOBHBIE COBETHI O 3aIIUTE LIUPPOBON PEIyTALIMHU:

1. [lomymaii, mpexksie 4em 4To-TO MyOJIMKOBATh U NiepeaBaTh y ceds B O6yore
WJIM B COLIMAJILHOM CETH;

2. B HacTpoiikax npo@uiisi yCTaHOBH OIPaHUYEHUS Ha IPOCMOTP TBOETO MPO-
GuUIIs ¥ eTo COMEePKUMOTr0, ClIeail €ro TOJIBKO " apy3eit”;

3. He pa3memaii u He yka3piBail MHQOpMAINIO, KOTOPasi MOXKET KOTO-THO0
OCKOPOJISITh WJIH OOUKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE IKOJIbHUKH - AKTUBHBIE MOJIH30BATEIN IUPPOBOTro MPOCTpaH-
cTBa. OIHaKO JaJeKO HE BCE 3HAIOT, YTO IMOJIb30BAaHUE MHOTUMHU BO3MOKHOCTSIMU
nudpoBoro Mupa TpeOyeT coOJII0IeHUs MpPaB HAa MHTEUICKTYaJIbHYI0O COOCTBEH-
HOCTb.

TepMuH "uHTENIEKTYaabHasi COOCTBEHHOCTDH' OTHOCUTCS K Pa3IMnYHbIM TBO-
PEHUSIM YEJIOBEUYECKOr0 yMa, HAUMHAas ¢ HOBBIX M300pETEHU U 3HaKOB, 0003Hava-
IOLMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIIyTH, U 3aKaHYMBasi KHUTaMu, (pororpadu-
MM, KHHOQUIbMaMHi U MY3bIKaIbHbIMH IPOU3BEICHUSMH.

ABTOpCKHE MpaBa - 3TO MTpaBa HA UHTEJUIEKTYaJIbHY0 COOCTBEHHOCTh Ha MPO-
U3BEJCHMS HAYKH, TUTEPATypPbl U HCKYCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B Kaye-
CTBE€ TFapaHTHH TOr0, YTO MHTEIJIEKTYyalbHBIA/TBOPUECKUN TPy aBTOpa HE OyIeT
HaIlpacHbIM, JAacT €My CIIPaBEJIMBbIE BO3MOYKHOCTH 3apaboTaTh HA pe3ysbTaTax
CBOETO TPY/1a, MOJIYYUTh U3BECTHOCTD U Npu3HaHue. Hukro 6e3 paspenienus aBTopa
HE MOXXET BOCIIPOM3BOIUTD €T0 MTPOU3BENECHUE, PACTIPOCTPAHATD, TyOJINYHO IEMOH-
CTpUPOBATh, MPO/IaBaTh, UMIIOPTUPOBATH, IyCKATh B MPOKAT, MyOJIUYHO UCTIOIHSTS,
MOKa3bIBaTh/UCIIOIHATH B 3(pupe miu pa3meiars B HTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO OOeCriedeHUs MOKET MpUBe-
CTH K MHOTHM PUCKaM: OT ITOTEPU JJAHHBIX K TBOMM aKKayHTaM J10 OJIOKUPOBKH TBO-
€ro yCTpOICTBa, Iie yCTaHOBJIEHA HeJlerajibHast mporpamma. He cTout Takxe 3a0bl-
BaTbh, YTO CYIIECTBYIOT JIEraJibHbIE M O€CIIaTHbIE MPOTrPaMMbl, KOTOPHIE MOKHO
HAWTHU B CETH.

O noprane

CeteBUuOK.p( - TBOI IJIaBHBIM COBETUUK B CETH. 37I€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTH B CETU MOHATHBIM U IOCTYIHBIM SI3bIKOM, a P BO3SHUKHOBEHUH KPH-
TUYECKON CUTYallMH OOpPaTUTHCS 32 COBETOM. A TaK)Ke MPUHATH y4acTHE B KOHKYP-
cax U CTaTh CaMbIM ITU(GPOBBIM IPAKIAHUHOM!






